OPERATING SYSTEMS I.

PERMISSIONS
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Why do we need a permission system?

How store operating systems their users and groups?

How does the permission system work in Unix-like systems?
How can you set rights?

What special rights are exist?

What are the attributes?

Why is better the permission system better in Windows?

What should you learn if you want to be a system administrator?
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THE TRADITIONAL PERMISSION SYSTEM

USERS AND RIGHTS IN UNIX

/etc/pass

RHPY5Y:x:1918:112:Téth Dzsenifer:/home/2016/RHPY5Y:/bin/bash
NU70VQ:x:1919:200:T6th Noéra:/home/2016/NU70VQ:/bin/bash
CDAV40:x:1920:1921:T6th Tamas:/home/2016/CDAV40:/bin/bash

/etc/group

riders:x:112:

programmers:x: 200 :RHPY5Y, B6WSLG
CDAV40:x:1921:



THE TRADITIONAL PERMISSION SYSTEM

ACCESS RIGHTS IN THE FILESYSTEM

-rw-r—--r—- 1 feri users 1653 jan 12 07:50 test.txt

o N Lo | users




THE TRADITIONAL PERMISSION SYSTEM

File rights

. The CONTENT of the file is readable for the owner.

The CONTENT of the file is writable for the owner.

The file is a program which is eXecutable.
The program rights are SAME with its owner.

Folder rights




THE TRADITIONAL PERMISSION SYSTEM

-rwxrwxrwx 1 feri users 1021112 okt 7 2014 test.txt




THE TRADITIONAL PERMISSION SYSTEM

SET RIGHTS

chmod UGO object [-R]

ppn npo ngn B
r-x: 4+0+1
v x St

chmod 750 apple.txt

utr: user + read
g-w: dgroup - write
a=rw: vilag: rw-

Ichmod u+r apple.txt ]




THE TRADITIONAL PERMISSION SYSTEM

CHANGE OWNER OR GROUP

-rw-r—--r—-- 1 feri users 1653 jan 12 07:50 test.txt

chown owner object [-R]
chgrp owner object [-R]

Only for the root!

chown feri /var/tmp/apple.txt

chgrp users /var/tmp/apple.txt

THE PROBLEM OF QUOTA

drwxr-xr-x 2 root root 4096 febr 11 08:56 /var/tmp/feri

-rwxrwxrwx 1 feri users 1021112 okt 7 2014 test.txt




—r--r-———— 1 root shadow 24962 febr 18 13:24 /etc/shadow

B0QZ4Y:$S1S0h8FBKkSSSNPFHHeP4naTAwy64YUOBb/:16845:0:99999:7:::
O306AB:S1S1e8L6tNVSNoF4hOShLuuWJFfdsDFax0:16845:0:99999:7:::

-rwsr-xr-x 1 root root 47032 jan 27 01:50 /usr/bin/passwd

. . .< The program runs with ITS OWNER rights.

SETGID

—rwxr-sr-x 1 root root 125222 febr 18 21:26 runMe




THE TRADITIONAL PERMISSION SYSTEM

A SETUID EXAMPLE

root@columbo: /var/tmp# 1ls -1
-rwxXr-xr-x 1 root root 14622 febr 28 13:40 sDemo

root@columbo:/var/tmp# ./sDemo

root:$6$nn20QLBR1cw8c6fsYIrl19HSENkiT4S/
Y7omU. kconUt/:16623:0:99999:7:::
daemon:*:16623:0:99999:7:::

feri@columbo:/var/tmp$ ./sDemo
Unable to open file: /etc/shadow

root@columbo:/var/tmp# chmod 4755 sDemo
root@columbo:/var/tmp# 1ls -1

0sszesen 16

—rwsr—-xr-x 1 root root 14622 febr 28 13:40 setUidDemo

feri@columbo:/var/tmp$ ./sDemo
root:$6$nn20QLBR1cw8c6fsYIr 19HSENKkiT4S/
Y7omU. kconUt/:16623:0:99999:7:::
daemon:*:16623:0:99999:7:::

#include <iostream>
#include <fstream>
#include <string>

#define FILENAME "/etc/shadow"
using namespace std;

int main () {
string line;
ifstream sf (FILENAME);
if (sf.is_open()) {
while ( getline (sf, line) ) {
cout << line << '\n';

sf.close();

b

else cout << "Unable to open file:

return 9;

" << FILENAME << endl;




THE TRADITIONAL PERMISSION SYSTEM

STICKY BIT

Writable for all users

drwxrwxrwt 55 root root 12288 febr 18 21:50

If the sticky bit is set on a folder,
. . .< files In it are writable only for their owners




THE TRADITIONAL PERMISSION SYSTEM

SETTING SPECIAL RIGHTS

chmod SUGO object [-R]

n n n r-x: 4+40+1
Han DDD r rw-: 4+2+40

2 n rwx: 4+2+1

g+s: group setuid
ut+s: user setuid
ot+t: other sticky bit

E chmod g+s /tmp/bash I




THE TRADITIONAL PERMISSION SYSTEM

INHERITING GROUP RIGHTS

Inheriting rights is possible with setting setGID and deleting Execute bit.

6 21 4200 BEMEME 4 2 1
mEE EEE BEEE W=

e e I — R ——— e ——————— —

chmod 2660 mail
drw-rwS--- 2 mail users 4096 febr 18 22:31 mail

touch mail/tesztFile

ls -1 mail
—YW-)Y————— 1 root users O febr 18 23:32 testFile

e e I L




THE TRADITIONAL PERMISSION SYSTEM

UMASK

What rights have a brand new file? It determines the umax command.

Warning!
In the parameter of umask you must specify rights which you DON'T want to enable!

umask 027

af2 ] af2 ]t
-]-]-

umask 027

drwxr-x--- 2 root root 4096 febr 18 23:10 Data
- YW= ————— 1l root root O febr 18 23:11 test.txt




THE TRADITIONAL PERMISSION SYSTEM

ATTRIBUTES IN EXT4 FILE SYSTEM

Attributes are extra values which COULD implement special services or functions.

Example: prevent modifying a file or folder:

lsattr zh.txt : append only (a)
------------- e-- ./test.txt . ﬁg“aﬂ'r'ﬁgs(z‘)’ (©)
chattr +i zh.txt : gxtenttf%tim?)t( ).
immutable (i),
| data journalling (j).
h’ secure deletion (s)
Lol e e et e-- ./test.txt " no tail-merging (t).
" undeletable (u),
H " no atime updates (A),
rm test.txt ' : no copy on write (C),
~bash: zh.txt: Permission denied . synchronous directory updates (D).
3

synchronous updates (S),
top of directory hierarchy (T).

R L R e -T:J



THE TRADITIONAL PERMISSION SYSTEM

ATTRIBUTES IN WINDOWS

Content of write protected files are
unchangeable.

Meaning of the Archive attribute.

' Teszt.bet - tulajdonsagok

)

Attalanos Specialis attribitumok
j Tesz Valassza ki a mappa kivant bedllitésait.

Fajttipus: Szowe el

A f&jl archivéldsra kész
Tarsitas: =K e . ; —

- A fajltulajdonsagok mellett tartalomindexelés engedélyezése a
fajlhoz

Hehy: ChTe

Tomaritési és titkositasi lehetdségek
Méret: 0 bajt

Tartalom tdmaritése helymegtakaritas céljgbal
Lemeztenilet: 0 b3 —————

=E + Tartalom titkositdsa az adatvédelem érdekében | Részletek l
Létrehozva: 2016
oK | Mégse

Médositva: 2016
Hozzaférés: 2016, februar 19, 22:29:20
Attribltumok: Irésvédett Rejtett

OK || Mégse || Akalmaz




PERMISSION SYSTEM IN

WINDOWS
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A Szamitogép-kezelés
Fajl Mivelet MNézet Sdgd
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(A Szamitogép-kezelés (Helyi)

Rendszereszkozok -
D Felad A koczka ferenc Koczka Ferenc

. () ¥ 76

' @l EEE ?tuterml'::_o #, Rendszergazda

: g 6

. emeénynap .. ¥ Vendég
» | Megosztott mappak
a P Helyi felhasznaldk és cs

" (B Felhasznalok

Név Teljes név Leiras Miiveletek
Felhasznalok

Beépitett fick a gép/tartomany fel... Tovabhi miiveletek

Beépitett fick a gép/tartomany ve...

| Csoportok
Teljesitmeény
i=y Eszkozkezeld
a4 =5 Tarolas
= Lemezkezelés
i Szolgaltatasok és kiszolgald




PERMISSIONS IN WINDOWS

JOGOK BEALLITASA

Rights in NTFS are more sophisticated.

Every object could have attached more
users and groups, the administrator can
assign different rights for each of them.

There are options for prohibition, they
are “stronger” then permissions.

—

| Teszt.xt - tulajdonsagok

Attalanos | Biztonség | Részletek | B1525 verzick

Objektumnéy: Ch\Teszt'\Teszt b bt

Csoport vagy felhasznald neve:

82 Hitelesitett felhasznalék

52 SYSTEM

& Koczka Ferenc (KOCZKAFERENC-PC koczka ferenc)
% Rendszergazdak (koczkaferenc-PChRendszergazdak)
36 Felhasznalok (koczkaferenc-PCh\Felhasznaldk)

Az engedélyek modositasahoz kattintson
a Szerkesztés gombra.

Hiteles itett felhasznaldk
engedélyei Engedélyezés Meagtagadas

Telies hozzaférés
Madositas

Clvasas és végrehajtas
Clvasas

LESNA

[ras
Specidlis engedélyek

Akulonleges engedélyekhez és a specialis
bedllitasokhoz kattintson a Specidlis gombra.

Tudnivaldk a hozzaférési szabalyokrdl &s engedéhekrd]

Biztonsag

Objeltumnév: ChTeszt\Teszt bd bd

Csoport vagy felhasznald neve:

82 Hitelesitett felhasznaldk

52 SYSTEM

‘ Koczka Ferenc (KOCZKAFEREMNC-PC\coczka ferenc)
% Rendszergazdak (koczkaferenc-PChRendszergazdak)
&!. Felhasznalok (koczkaferenc-PCh\Felhasznaldk)

| Hozzadas.. || Btévolités |

Koczka Ferenc engedélyei Engedélyezés Megtagadas

Telies hozzaférés i
Médositas
Olvasas és végrehajtas
Olvasas
Irés il
Tudnivaldk a hozzaférési szabalyokrdl s engedéhvelrdl
[ OK ] [ Mégse ] [ Alkalmaz ]

[ OK ][ Mégse ][ Alkzalmaz J




